Cloudmaster - tpedooBanusi mo Ub

o HcnoJp30BaHue CHENHAIN3UPOBAHHOIO MOJIL30BaTEIIs] YPOBHS ONEPAlMOHHON CUCTEMBI
o OrpanuyeHue npas AOCTyHA

o OrpanryeHre BXOIAIIETO CETEBOr0 TpaduKa

o Orpannyenue cereBor aktTuBHOCTH Temporal B pamkax localhost

o Iludposanne y4ETHOMN 3amucy 0a3bl JAHHBIX

o Orpannuenue Bxoaauiei HTTP-uarpysku

o Orpannyenue ucnoybzyeMerx HTTP-MeTo10B

Pexomenyembie arieMeHTHI KOH(PUTYpaIiu, CBSI3aHbI C pean3aiueil PyHKIun
nH(OPMaLIMOHHON OE30MaCHOCTH

Hcnoab3oBaHue crieniuaau3upoOBaHHOIO N0J1b30BaTe sl YPOBHSI ONlepalluOHHOI
CHUCTEMBI

B mporiecce ycranosku Cloudmaster co3aaroTcss 1 peKOMEHIYIOTCS K HCIIOb30BAHUIO:

e mous3oBatens OC - cloudmaster-app
e rpymma noas3oBareiei OC - cloudmaster-app

OrpanuveHue npas J0CTyNna

Karanor ¢ ycranoBnenasim Cloudmaster (/opt/cloudmaster) co Bcemu mokaTtajioramu u
(haiimamMu B HUX IIPEIOCTaBUTH IOJIb30BaTemto cloudmaster-app u rpynme cloudmaster-app

chown -R cloudmaster-app:cloudmaster-app /opt/cloudmaster

Kax nocmompems cnucok gaiinos, ne npunaonexcawux noavsosamento cloudmaster-app u
epynne cloudmaster-app

find /opt/cloudmaster \( -not -user cloudmaster-app -0 —-not -group
cloudmaster-app —-a -not -path '/opt/cloudmaster/www*' \) -exec stat -c '%U:%G
sn' {} \;

3a uckiroueHneM karaiuora /opt/cloudmaster/www - B KOTOPOM pacrioyIoKeHbl CTATUYHBIE
¢aitnel U1 SPA nopranoB. DTOT KaTajor co BCEMH €ro noJKaTajgoraMmu u dainamu
HE00XO0IMMO MPEJOCTaBUTh IPyMIe Nginx

chgrp -R nginx /opt/cloudmaster/www



Kak nocmompems cnucok ¢aiinos, ne npunaonexcawux noavszosamento cloudmaster-app u
epynne nginx

find /opt/cloudmaster/www \( -not -user cloudmaster—-app -o -not -group nginx
\) -exec stat -c '$U:%G %n' {} \;

Omnepanyu 9TeHus1 KOHOUTYPALNOHHBIX M UCTIONHAEMBIX (PaiiJIOB pa3pelIuTh MOIb30BATENIO U
rpyIIie.

A omnepanuio u3MeHeHus1 KOHPUTYPALIMOHHBIX U UCTIOJIHSAEMBIX (DaiiIoB pa3peluTh TOIbKO
CYIIEPIIOJIB30BATENIO.

chmod 440 /opt/cloudmaster/services/auth/cm-idm.jar

chmod 440 /opt/cloudmaster/services/auth/application.properties
chmod 440 /opt/cloudmaster/services/broker/cm-broker.jar

chmod 440 /opt/cloudmaster/services/broker/application.properties
chmod 440 /opt/cloudmaster/nginx/*.conf

chmod 440 /opt/cloudmaster/temporal/temporal-server.yaml

Kax nocmompems paspewenus gatinog

stat -c¢ '%a %n' /opt/cloudmaster/services/auth/cm-idm.jar
/opt/cloudmaster/services/auth/application.properties
/opt/cloudmaster/services/broker/cm-broker.jar
/opt/cloudmaster/services/broker/application.properties
/opt/cloudmaster/nginx/*.conf /opt/cloudmaster/temporal/temporal-server.yaml

OrpanuyeHue BXOASAIEro ceTeBOro rpaguka

Ha yposne ucnonb3yemoro ¢aiipsomuia OC oTkpbITh TONbKO 443 u 22 TCP-niopTh! Asns
Bxomsmero HTTPS- u SSH-tpaduka

Kax nocmompenitb CNUCOK OMKPblNiblx nopnios

firewall-cmd --list-ports

Orpannuenue cereBoit akTuBHOCTH Temporal B pamkax localhost

B xonduryparnmonnom daiine /opt/cloudmaster/temporal/temporal-server.yaml ycTaHOBUTB
CEKIIHIO



worker:

rpc:
bindOnIP: '127.0.0.1"
membershipPort: 6939

Kaxk nocmompems cexyuro Worker

grep -A4 'worker:' /opt/cloudmaster/temporal/temporal-server.yaml

HInppoBanue y4éTHOM 3anucu 0a3bl JAHHBIX
B koHurypanmonssix daiinax

o /opt/cloudmaster/services/auth/application.properties
o /opt/cloudmaster/services/broker/application.properties

y4E€THAS 3aMMKUCh MOIKITIOUEHUS K 0a3e JaHHBIX 3amudpoBaHa U umeeT hopmat

spring.datasource.username=ENC ( {IMOP} )
spring.datasource.password=ENC ( {IMOP} )

Kax nocmompems nocunvt u naponu nooxnouenus k bJ[

grep -E 'spring.datasource.username|spring.datasource.password'
/opt/cloudmaster/services/auth/application.properties
/opt/cloudmaster/services/broker/application.properties

Orpannuenue Bxoasimeir HT TP-narpy3kn
B xonduryparmonsom ¢aitnax nginx /opt/cloudmaster/nginx/customer.conf ycranasiuBaem
limit reqg zone=one burst=20;

B xonduryparumonnom ¢aitnax nginx /opt/cloudmaster/nginx/00_common.conf ycranasiuBaem
limit req zone S$binary remote addr zone=one:10m rate=10r/s;
Kax nocmompems napamempul oepanuuenus exoosaweti HTTP-nazpysxu

grep 'limit req' /opt/cloudmaster/nginx/*.conf
Orpanuuyenue ucnojb3yembix HT TP-meTonoB

B kondurypannonssix ¢aitnax nginx /opt/cloudmaster/nginx/customer.conf u
/opt/cloudmaster/nginx/customer.conf mis "location” ycranaBnuBaem orpaHuueHUE

limit except GET POST DELETE OPTIONS { deny all; }



Kax nocmompems napamempuot oepanuuenus ucnonvzyemvix HT'TP-memooos

grep 'limit except' /opt/cloudmaster/nginx/*.conf



